Howard N. Smith

Howard W. Lewls

REF ID:A58016 .

A METHOD OF CIPHERING

Palo Alto, Callfornia
Novemter 14, 1954

— —— =
[ geclaaa|f|’ed and approved for release by NS A on 08-12-2013 pursuantto E.0. 13520



Those authorized to read this paper are
requested to reveal its contents to no
one without the permlssion of the authors,
Please sign your name and note the date
below to Indicate that you have read the
paper subject to this condition,

it Ll T
3/2. O/S'.;/

e



REF ID:A58016

A METHOD OF CIPEERING

The purpose of this paper 1s to describe an original method
of clphering in order that it may be properly evaluated by an
expert cryptographer,

Briefly, this 1s a relatively simple method of ciphering in
which there ls no fixed pattern of any kind and, therefore, no
repetitlons of a meaningful nature. The clpher 1s continuously
changling in a completely random manner, and never repeats itself
in a predlictable way, but only as the result of pure chance. The
number of possible keys to the clpher 1s extremely large, the key
can be changed as often as desired, and knowledge of both the
elphering principles and procedures and of previously-used keys
is of no value whatsoever ln breaklng an enclphered message.
Unless the key that was used 1s known, &a message can only be
broken by methods based almost entlrely on trial-and-error, and
the probabllity of such methods belng successful within a reason-~
able period of time 1s infinitesimally small. Furthermore, the
solution may not be recognized when found, and can never be known
with absolute certainty. It 1s shggested that for all practical
purposes the cipher 1s completely indecipherable,

In order to descrlbe the ciph;r, it will first be necessary
to describe a simple de;ice ;hich'can be used to 1llustrate the
procedures for enclphering and deciphering messages. This device
consists of two gears which have twenty-séx teeth each or one
tooth for each letter of the alphabet. The teeth on each gear are

marked from "A"™ to “"Z" in a clockwise direction. One of these
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gears 1s called the "message wheel™ and the other 1s called the

Meipher wheel."™ The wheels are free to rotate when engaged, and
the clpher wheel can be disengaged from the message wheel, rotated
or "indexed" from one to twen%y-six teeth in a clockwise direction,
and then re-engaged with the message wheel., Thus there are twenty-
six posslble engagements of the wheels. There are two filxed
reference points, one for each wheel, which indfcate the message-
clpher relationship between-Phe letters on the two wheels. This
relatlionship is fixed }or each engagement, anélis different for
each of the twenty-six pos§iblexengagements.

The manner in which the key to the c;pher 1s selected and
used will make clear that for the devlce which has Just been
descrlibed, the clpher has twenty-six tlimes as many keys as there
are different ways of arranging the twenty-slx letters of the
alphabet. Each key consists of one of the twenty-six posslble
engagements of the wheels plus one of the factorial twenty-six
posslble arrangements of the alphabet. Thus there are 1028 op
ten billion billlon billion possible keys to the cipher,

One of these keys has been selected for purposes of 1llus-
trating the clipherling procedures, The first part of the key, one
of the twenty-six posslible engagements of the wheels, was selected
by placing twenty-six letters in a hat, drawlng one of them out at
random, &and noting it to be "F." Thus the engagement of the wheels
which constitutes the flrst part of the key 1s such that when the
letter "A" 1is indicated on the message wheel by the fixed reference
point for that wheel, the letter "F" is indicated on the cipher
wheel by the fixed reference point for that wheel.

The second part of the key, one of the factorial twenty-six

possible arrangements of the alphabet, was selected by placing
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twenty-six letters 1n a hat, drawing them out one-by~one at random,
2 . - '
and numbering them In the order in ﬁpich,tpey were drawn. Thus the
arrangement of the alphabet which constitutes the second part of

the key 1s as follows:

-

M-1 A - 10 N - 19
0 -2 Y -1 Jd - 20
L -3 F - 12 W - 21
T - 4 K= 13 I - 22
S -5 Z - 14 E -~ 23
Cc -8B X - 15 H~ 24
D - % G - 16 R - 25
Q~8 - P - 17 B ~ 26
V=29 U - 18

Having descrilbed the clphering device and selected a key, it
1s now posslble to 1llustrate the procedures for enclphering and
decliphering messages. The manner 1n which the key 1ls used will be
made clear by means of the procedures themselves,

The essence of the clphering procedures is that the engage-
ment of the wheels, and thus the relatlonship between the message
and the enclphered text, 1s changed between every letter of the
message 1n a manner which is completely random. For each engage-
ment of the wheels, two letters are enclphered: the first letter is
the next letter of the message, and the second letter 1s a letter
from the key which indlcates the amount that the engagement of the
wheels is to be changed before proceeding. Thus a message contalning
x letters wlll produce an enciphered text contalnlng 2x-1 letters,

Assume that the message to be enclphered 1s Poe's classilc
statement, "human ingenulty cannot concoct a cipher which human
ingenuity cannot resolve." The initlal engagement of the wheels for
both enciphering and deciphering 1ls the engagement speclifled In the
first part of the key, so the first step 1s to engage the wheels in
this manner. Then the first letter of the message, "H," 1s indicated

on the message wheel which results in "Y" belng indicated on the
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cipher wheel. "Y" 1s thus the first letter of the enciphered text,

It 1s now necessary to change the engagement of the wheels in
a completely random manner. This is done by randomly drawing one of
twenty-six letters from a hat, noting that 1t is "K," and then
returning it to the hat. Referring to the second part of the key,
1t 1s noted that "K" is the thirteenth letter llisted. Thus "K" calls
for Indexing the clpher wheel thirteen teeth. First, however, fygn
must be enciphered. When "K" 1s indicated on the message wheel, "W"
1s Indlcated on the clpher wheel, and "V" 1s thus the second letter
of the enciphered text.

The cipher wheel 1s then Indexed thirteen teeth and the next
letter of the message enciphered. "U" indicated on the message wheel
results in "Y" again being indicated cn the cipher wheel, and "Y" is
thus the third letter of the enciphered text. Another letter is then
drawn at random from the hat, notéa to be "C," and returned to the
hat. "C" indicated on the message wheel results In "Q" being in-
dicated on the cipher wheel, and "Q" is thus the fcurth letter of
the enclphered text. The clpher wheel i% then indexed six teeth as
called for by "C," and” the next letter of the message enclphered.

¢

This procedure 1s continued until the messageehas been completely
enciphered: the cipher wheel_*s Indexed betﬁ;en every letter of the
message & number of teeth determined by randomly drawing a letter
from the hat and noting its corresponding number in the key, the
letter drawn being enéiphered immediately prior to the actual
Indexing,. i

The procedure for deciphering the message 1s essentially a
re-enactment of the enclphering procedure except that the cipher
wheel now has the inltiative and the message wheel 1s the follower,

FPirst, the wheels are engaged 1n the initial position as specified
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In the first part of the key. Then the first letter of the enclphered

text, "Y," is indicated on the cipher wheel which results in "H"
being indicated on the message wheel. Thus "H" 1s the first letter
of the meas;ge. The second letter of the enciphered text, "v," is
then indlcated on the cipher wheel which results in "“K" being
Indicated on ths message wheel. Referrihg to the second part of
the key, 1t 1s noted that "K" calls for indexing the cipher wheel
thirteen teeth, and this 1s done. The third letter of the enciphered
text, "Y," is tnen indicated on the cipher wheel which results in
"U" being indicated on the message wheel. Thus "U" 1s the second
letter of the message. This procedure 1s continued until the
enclphered text has beeg completely declphered.

It 1s no; appropriate to consider the problem which thils method
of ciphering'bresents to the Intercepter of an enclphered message.
It is assumed‘that the‘interceﬁter has full knowledge of the cipher-
ing principles and procedures and has a ciphering device such as
the one descrlbed above, but does not know which one of the ten
billion billion hilllon posiible keys was used to encipher the
messSage.

Flrst of all, 1t must be realized that depending upon the
length of the message, thousands, mllllons, or even bllllons of the
posslble keys wlll produce messages that make sense, and the cipher
1tself will In no way indlicate which of these messages 1s the
message that was enclphered, Thils can onl} be determined from the
sense of the messages themselves. Thus the only way 1ln which an
encliphered megsage can be broken is to determline keys which produce
messages that make sense untlil a message is produced which, from
the partlicular sense that 1t makes, 1s concluded to be the message

that was enciphered. Obviously, the message may not be recognlzed
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when found, and can never be known with absolute certainty. For
purposes of the problem at hand, however, 1t 1s further assumed
that the Intercepter will be able to recognize the message when
1t 1s found.

Since the cipher has a finite number of keys, 1t is theoreti-
cally possible to break‘an enclphered qpss;ge by testling possible
keys on a trial-and-error basis until the key that was used to
enclpher the message i; tes%ed agd,'pré;ﬁm;bly, the message recog-
nized., It can be qulckly demonstrated, however, that trial-and-error
alone 1s totally 1q§ractical. Assuming that the message could be
tested at the rate of one billion keys per second, 1t would take
320 billion years to tegt all of the possible keys, and the key
used to enclpher the message wouId be tested, on the average, at
the end of fifty percent of the possible trials or 160 billion
years, Through exilreme good fortune, the key used to enclpher the
message might be tested at the end of one millionth of one percent
of the posslble trials, but even thls would require 3,200 years.
Thus the probabllity of breaking an enclphered message within a
reasonable period of time by means of trial~and~error alone 1s so
extremely small that for all practlical purposes it 1s zero. In
order to slilgnlficantly increase this probablility, the probable
number of trlals required to find the key must be very greatly
reduced by means of supplementary analysls,

There are three basic methods of analysis by which the
probable number of trlals required to find the key can be reduced.
Because of the nature of the problem, however, all three of these
methods are necessarily limited to increasing the rate at which
messages that make sense wlll be produced, and thereby ilncreasilng

the probability of producing the message that was enclphered within

-6-
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s reasonable perlod of time. It bears repeating that a very large

number of the possible keys will produce messages that make sense,
and there 1s no way in which the key that was used to encipher the
messdge can be ldentified other than oy the particular sense of
the message that 1t produces.

The first method of analysis 1s based on the fact that at any
polnt in an enclphered message, certain engagements of the wheels
are more llkely than certain other engagements because certaln
letters of the alphabet appear in the language more frequently
than certain other 1etters, For example, ass%pe that a letter of
the message 1s "B" in the enciphered text. when "B" is indicated on
the ciplrer wﬂeel, the engagement of the wheels which indlcates "R"
on the message wheel 1s more likely than the engagement which
Indicates "K" on the message wheel because "R" appears more
frequently than "XK" and 1s more likely to be tne leiter of the
message. Thus at any pglnt in the message, the twenty-six possible
engagements of the wheels can be arranged ln order of liklihood
as determined by the relative frequéngies,with whicn the twenty-silx
letters of the alphabet appear in the language. This means that 1f
a famlly of keys 1s defined as one of the factorial twenty-six
possible arrangements of the alphabet plus all of the twenty-six
possible engagements of the wheels, at any point in the message,
and partlicularly at the beginning, the twenty-slx keys in each
famlily can be arranged iIn order of priority for testing. By testlng
possible keys 1In order of overall priority, the rate at which
messages that make sense will be produced can be 1increased.

The second method of analysis 1i1s similar to and supplementary
to the first method: whereas the first method 1s concerned with the

engagement of the wheels at a particular point, the second method
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asgumes an engagement at thal point and 1s concerned with the change
in engaéément that Immediately follows. It 13 based on the fact that
if at any point in an enciphered message one of the twenty-s.ix
posslitle engagements of the wheels 13 assumed to be the engagement
at that point, certain changes 1n that engagement are more likely
than certaln other changes because certaln letters of the alphabet
appear more frequently in the language than certain other letters,
For example, assume that a letter of the message is "3" in the
enciphered text, the following letter from the key is "G" in the
encliphered text, and the following letter of the message 1s "S" in
the enciphered text. If the engagement of the wheels which indicates
WR" opposite "3" is assumed to be the engagement at that point, the
letter from the key is "M" since "M"™ 1s 1indicated opposite "G" by
that engagement. "M" is more likely to call for indexing twenty-two
teeth than ten teeth because when twenty-two teeth are indexed, "E"
1s 1indicated opposite "S," when ten teeth are indexed, "Q" is
indicated opposite "S," ana "E" appears more frequently than "Q"

and 1s more likely to be the next letter of the message, Thus 1f

at any polnt in the message one of the twenty-slx posslble engage-
ments of the wheels 1s assumed to be the engagement at that polnt,
the twenty-six possible changes in that engagement can be arranged
iIn order of liklihpod as determined by the relalive frequencies
with which the twenty-slx letters of the alphabet appear 1n the
language. This means that if a’ family of kéys is defined as one of
the twenty-six possible engagements of the wheels plus all of the
factorlal twentylsix possible arrangements of the alphabet, for each
letter of the alphabet, each famlily will consist of twenty-six
groups of factorial twenty-five keys each such that the letter will

call for indexing from one to twenty-six teeth over the twenty-six



REF ID:A58016
groups, and at any polnt 1n the message, and particularly at the

beginning, the twenty-six groups of keys in each family can be
arranged in order of priority for testing. This method of analysis
can be used to supplement the first method descrlibed above and
thereby further increase the rate at which messages that make sense
wlll be produced,

It should be noted that actually the first two methods of
analysis would be modifled 1n speclflc situatlons to the extent
that special frequency distributlons of letters or probable patterns
of letters would be more significant in that situa“ion than the
general frequency distribution of letters 1in the language. For
example, "E" appears in the language more frequently than any other
letter, but as the 1lnltial letter of a word, the frequency of "E"
1s to the frequency of "T" as 340 is to 1,194. Thus the first letter
of a word 1s three and one-half times more likely to be "I"™ than
"E," Simllarly, "Q" is always followed by "U," and if "Q" is
assumed to be the letter at a particular point In a message, the
n;xt letter of the message will be "U"™ regardless of the frequency
with which "U" appears 1in the language.

The third method of analysis 1s employed after a number of
possible keys have been tested, and 1is undoubtedly the most
slgnificant of the three methods. It is based on the fact that in
addltion to the large number of possible keys which will produce
messages that make sense, many times this number will produce
messages that contaln one or more sequences that make sense, and
by comparing the polnts where such sequences begin and end and the
portions of keys operative over such sequences, sequences from
different messages can be matched together to\produce messages that

make sense, For example, assume that one of the possible keys
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produces a message that contains a sequence from the twenty-fourth
letiter to the fifty-first letter that makes sense, If another of
the possible keys produces a message that contalns a sequence that
makes sense which begins at the fifty-second letter or ends at the
twenty-third letter, and if the sense of this sequence would supple-
meht and extend the sense of the flrst sequence, the two sequences
can be Jolned together to produce a longer sequence that makes sense
provided that the portions of keys operative over the two sequences
do not conflict with each other or with the change In engagement
required to jJjoin the two sequences together. Note also that sequences
can be extended a number of letters Iin elther direction to join with
other sequences by means of the flrst and second methods of analysis
described above, or, more Importantly, by means of trial-and-srror
guessing based on the sense of the two sequences belng jolned., In
this manner, the rate at which messages that make sense wlll be
produced can be increased, and it 1s Important to note that depending
unpon the liklihood that the sense that was enclphered will be recog-
nlzed, the messages produced willl be those which, because of the
particular sense that they make, have a greater likllhood of being
the enciphered message.

It was stated above that in order to significantly increase
the probabllity of breaking an enciphered message within a reasonable
period of time, the probable number qf trials required to find the
key must be substantlally reduced by theans of supplementary analysils.
The three basic methods of analysis which can be employed were then
described, but no attempt was made to ﬁetermine whether or not these
methods would substantlally reduce the péobable number of trilals
required and thereby significantly increase the probability of
successfully breaking an enciphered message. Thls aspect of the

-
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problem has not been fully analyzed, and wlll not be dealt with in

this paper. It seems likely that these methods of analysls would not
be of practical significance relative to the total problem presented
by the cipher, and that for all practical purposes the cipher, 1n
1ts present form, 1s lndecipherable. It 1s possible, however, that
this may not be true, and because thls point has not been resolved,
1t 1s necessary to assume that 1t 1s not true, and that the inde-
cipherability of the cipher must be increased,

One method by which thls c;n be accomplished 1s by increasing
the number of teeth on each wheel wh;Fh, in effect, lncreases the
number of possi?le keys to the clpher. For example, if ten teeth
are added to eac@ wheel to pyovide for the numbers zero through
nine, the ciphef willl have thirty-slx times as many keys as there
are different ways of arranglng twenty-six }etters and ten numbers

»

or 1.3 x 1043 bossible keys. This 1s 1.3 éuadrillion times as many
keys as there were when each.wheel had twenty-six teeth, and the
time requlired %o‘test one trillion%g of one percent of the possible
keys at the rate of one trillion triais per second would be 4,2
billion years. Simllarly, if thirty-six more teeth are added to
each wheel to provlde for twenty-six capital letters and ten

punctuatlon marks, the cipher will have 4.4 x 10105

possible keys
or fifteen quadrillion quadrillion tlimes as many keys as there are
atoms In the known universe. This method will not affect the basic
simpliclty of the ciphering procedures, and wlll greatly lncrease
the Indeclipherability of the cipher 1n terms of the practical
problem which the cipher presents. Note, however, that whille the
cipher will be changed 1n degree, 1t will not be changed in kind,
and the three methods of analysls described above can still be

employed. Since 1t was assumed that these methods would be of

- 11 =
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slgnificant practlcal value when there were twenty-six teeth on each
wheel, 1t must be further assumed that they would be of significant
practical value regardless of the number of teeth on each wheel.,
This assumption becomes increasingly unlikely as the number of teeth
on each wheel Increases, but because the actual significance of the
methods has not been determined, the assumption must be made., There-
fore 1t 1s necessary to invalldate one or more of the three methods
of analysis and thereby increase the theoretlcal indecipherability
of the clpher.

Because the first and second methods of analysls are based
entlrely on the fact that the varlous letters of the alphabet appear
In the language in known patterns and with known different frequenciles,
these methods would be of no value whatsoever when dealing with a
language In which the letters of fhe alphabet appear randomly and
with equal frequency. Such a language can be easlly constructed, in
effect, by constructing a simple code which, in additlon to completely
Invalidating the first two methods of analysls, will make the problem
of recognizing the message when it 1s found considerably more diffi-
cult by tremendously increasing the number of possible keys which
wlll produce messages that make sense.

It is 1mportant to note, howsver, that the nature of this code
is such that whether or not the code 1is éecret is of little conse-
quence, and 1t can be a§sumed than an interceﬁter has full knowledge
of the code 1n additlon to knowledge of both the ciphering principles
and procedures and of previously-used keys. Therefore, once the code
has been constructed, it will ne;er have to be changed. Actually,
use of the code should be thoagﬁt of as just an additional step in
the ciptering procedures because its purpose 1s not to make the cipher

secret or complex In any way, bul rather to lnvalidate methods of

- 12 -
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enalysls which would otkerwise be theoretically possible and,

presumably, of significent practical value. Thus the code increases
the theoretical indecipherapility of the clpher but does not affect
its fundamental nature: unless the key that was used 1s known, the
clpher defies solution solely on the basls that the probability of
finding the key wilthin a reasonable period of time 1s iInfinitesimally
small, and there 1s no way 1n which the key can be positively
1dentified when it 1s found.

For purposes of 1llustrating the constructlon of the code,
agssume that there are thirty-six teeth on each wheel to provide for
twenty~-six letters and ten numbers, and, consequently, that the cipher
has thirteen sextillion sextillion possible keys. The number of
permutatlons of thirty-six things taken three at a time when each
thing may be repeated up to three times 1s thirty-six raised to the
third power or 46,656 which means that 1t 1s possible to make a
total of 46,6566 different three-letter arrangements or code words
from the thlirty-six symbols Included In the cipher. Therefore, for
purposes of lllustratlon, assume that the code to be constructed 1s
to Include 46,656 different words. Bec;use of the nature of the code,
this number of word; Is not as large as 1t at flrst appears slnce a
different code word must be assigned to each grammatical form of each
worit that 1s to be Included in the code. Thus fthe code will represent
an effective vocabd&ary In the order of fifteen thousand words which
would probably be of adequate slze for most purposes. Note, however,
that there is no 1imit to the number o{ words that can be included
1n the code: for example,ﬂit 1s posslible to make 456,976 different
four-letter code words from twenty-slx letters alone. A falrly
conservative vocabulary was selected because in order to Iincrease the

i

number of possible keys which willl produce messages that make sense

- 13 -
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to the maximum extent possible, 1t 1s necessary to assign words to
all of the possible code words, and desirable that the words assigned
be of fairly common usage.

The first step iIn the constructlon of the code 1s to select
from the language the 46,656 words that are to appear In the code
and arrange them 1n alphabetlcal order. Then 46,656 slips of paper
are placed in a hat, each marked with a different one of the possible
three-letter code words that can be made from twenty-six letters and
ten numbers. The slips of paper are then drawn from the hat one-by-one
at raédom, and the code word on each slip noted opposite the next
word in the alphabetlcal list in the order in which the slips are
drawn, In this manner, a language-code dictionary can be constructed.
For deciphering messages, & code~language dictionary will be needed,
and can be easlly constructed br arranging the 46,656 code words 1n
"alphabetical™ order (™A" through "9") and noting opposite each its
language counterpart,

The manner In which the code is constructed 1ls such that the
twenty-six letter and ten numbers will be dlstributed randomly and
with equal frequency throughout the code. Although certain code words
wlll be used more frequently than certaln other code words because of
the relative frequenciéé with which thelr ianguage counterparts appear
In the language, 1f the 46,656 code words are arranged in order of
frequency and clas§1f£ed into percent}le groups, it is almost a
certalnty that each of the thirty-six symbols will appear an equal
or almost equal number of tlimes in each group, and an equal or almost
equal number Pf times as first, second, and thlrd letters within each
group. Thus a symbol-frequency table developed by means of word-
frequency analysls wlll indicate that all of the symbols have the same

probabllity of belng first, second, and third letters of a code word,

- 14 o~
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. At this point, agaln consider the problem whlch confronts the

Intercepter of an enclphered message, this time a message whlch was
‘ translated into code before being enciphered. As stated above, 1t
can be agsumed that the Intercepter has full knowledge of the code
In addltion to other knowledge previously conceded.
| Because the twenty-six letters and ten numbers appear in the
code randomly"and with equal frequency, 1t 1s no longer posslble to
arrange possible keys 1n order of prilority for testing by means of
the first and second methods of analysis. Thus the only procedure
avallable is to test possible keys solély on the basls of trisl-and-
arror and attempt to lncrease the rate at which messages that make
sense wlll be produced by means of the third method of analysis,
Note, however, that pec%use every oné of the 46,656 posaible code
words appears In thewcode book opposite a|regl word, every three-
letter sequence produced by every possible key willl be a word that
. makes sense. This means that the number of possible keys which will
produce messages that make sense wlll be tremendously increased,
and the problem of recognizing the message when 1t 1s found (and of
recognlzing that the mesé;ge has not been found) will be considerably
more difficult 1f not 1impossible. The tkiré method of analysls can
81111 be employed, but its uftimate effectiveness willl be greatly
reduced by the fact that sense wlll be produced at almost every
turn, and the intercepter willl essentlally be in the position of
having to guess the message with a seemingly infinite number of
messages to choose from. This effect is maximized by assigning a
word from the language to every possible code word, and limiting
the words assigned to those of falirly common usage. Use of the code

in thls manner Increases the theoretical indecipherabllity of the
. cipher by Invalldating the first and second methods of analysis,

- 15 -
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end Increases the practical indecipherablility of the cipher by

Ny Increasing the number of possible keys which will produce messages
. that make sense,
'It should be polinted out that it 1is possible and perhaps
deslrable to use the code 1n a different manner than that described
ahove, and thereby increase the practical indecipherebllity of the

3

. cipher in a different way., For example, assume that the number of
rteeth on each wheel l1ls increased to flve thousand to provide for
flve thousand different symbols and, consequently, that there are
five thousand times factorlal five thousand posslble keys to the
clpher, a number which 1is almost beyond comprehenslon. It 1s possible
to make a total of twenty-filve million different two-letter code
words from flve thousand different symbols, but this number is many
times larger th;p the total number of words in the language even
when each grammatlical form of each word is counted separately.

' Assume, therefore, that the code consists of 350,000 words and

reﬁresents an effectlve vocabulary in the order of 100,000 words.

It i1s almost g certainty that the flve thousand symbols will appear

randomly and with equal or almost equal frequency in the sample of

550,000 words Just as in the total population of twenty~-five million

words, and thus the flrst and second methods of analysls will be

irivalldated as tefore. Fbwe;er, since most of the possible code words
will not be inecluded in the code, most of the two-letter sequences
produced by possible keys will not be meaningfdl words, and the
previous effect of producing sense at almost every turn will not be
reallzed even though an extremely large number of posslble keys will
produce messages that make sense., On the other hand, the practical

Indeciphserability of the cipher\will be greati& increased by the fact
. that the number of possible keys to the cipher wlll be immeasurably

»
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larger. Increasing the nuriber of symbols increases the number of
- possible keys and the number of possible code words, and while 1%
‘ 1s desirable to have as many keys as posslble, it 1s also desirable
. "  to assign words to all of the possible code words, and there is a
1imit to the number of words that can be assigned, particularly
words of falrly common usage. Therefore it 1s possible that the
Indecipherability of the cipher will be maximized oy increasing the
number of posslible keys to a practlcal or theoretical optimum point
beyong the point where words of falrly common usage can be assigned
«to all of the possible code words. It seems more llkely, however,
that the number of posslble keys quickly becomes sufficiently large
for 1lts purpose, and that 1t 1s more advantageous to include all of
the possiblé code words In the code than to increase the number of
posslble keys beyond the polnt where this 1ls possible. Note that
two~letter code words are more#advantageous than three- or four-letter
. code words because a larger number of symbols will be required to
provlide for a glven number of code words, and thus the cipher will
hgve a larger number of possible k;ys. One-letter code words would
maximlze the number of symbols for a given number of code words, but
the purpose of the code would be dpfeated since 1t would then be
posslible to employ the first and second methods of analysls based on
the relative frequen;ies of words rather than letters. In summary,
1t seems llkely that Fhe theoretlcasl Indeclpherablllty of the clpher
would be maximized at somethling in the order of two hundred symbols,
l.6 x 10577 possible keys, and forty'thousand two-letter code words
fully asslgned to an effective vocabulary 1n the order of twelve
thousand words.

The above paragraphs should serve to lllustrate the principles
. and procedures of the method of ciphering which has been developed,
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and thereby make possible a proper evaluatlon of this method of

ciphering: At every point in 1ts development, the cipher 1s based on
concepts of randomness and probabllity, and while no attempt has been
made to deflne the resulting indecipherablility in mathematlcal terms,
thils car be done by the techniques of operations research. It does
not seem unreasonable to anticipate the result of such an analysis
and suggest that the problem presented by the cipher 1s so extremely
formidable that for all practical purposes the cipher 1is completely
indecipherable.

Before concluding, one important advantage should be mentioned;
namely, that the cipher 1s both simple and practicesl. Certainly it
would not be dlfflicult to develop electronlic equipment for use in
ma Jor communlcatlions centers which would rapldly and automatically
enclpher and declpher messages Including the encoding and decoding
steps in the ciphering procedures, At the otner extreme, a simple
pocket devlice, esgentially a gircular slide rule, and a small code
book (if necessééy) would be pergecélyigdequate for applicatlions of
& tactical nature. Indeed, the cilpher 1§ particularly sulted for use
at the tactisal level because 1t 1s obviously more difficult to
maintaln security at this level, and except for the key currently
belng used, security is not requlred. This fact, plus the basic
slmplicity of %he ciphering procedures, may make possible an increased
number and va;iéty of applicatigns; and may offer potentlal cost

savings of considerable magnitude.
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